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Message Authentication

Integrity:

M

|
interferes with the transmission
(modifies the message, or inser
a new one)




Sometimes more important than
secrecy

tM

transfer 1000 $to Eve

e

Of course usually we want botlsecrecyandintegrity.

—»
—>




Does encryption guarantee message integrity?

It does not work!

Example: onetime pad.

cEvE xord . 2 0

plaintext | transfer1000 $to Bob transfer 1000 ﬂrm:

keyK BN

Xor

ciphertextC




Message authentication

verifies If

— (m, t=Tag(m)) ' t=Tag(m)

Evecan segm, t=Tag(m))

She should not be able to
compute a valid tagl éh any
other messagé&” QO




Message authenticationn multiple
messages

— (my, t=Tag(m,))

—— (m,, t=Tag(m,))

— (m,, t=Tag(m,))

Eveshould not be able to
compute a valid tag éh any
other messagé&” QO




Message Authentication Codes the
idea

e

m’l {0,1}*

aafla.
N

Vrfy,(m)’l {yes,no}




A mathematical view

K T key space
M 1 plaintext space
T - setof tags

AMACschemeis a pail(Tag Vrfy), where
Tag: K xM IhT is antaggingalgorithm,
Ver . K xM xT I'b{yes, no}is andecryptionalgorithm.

We will sometimes writeTag,(m) andVrfy .(m,t) instead of
Tag(k,m) andVrfy (k,m ,t).

Correctness

It shouldalways holds that:
Vrfy, (m,Tag(m)) = yes



How to define security?

We need to specify:

1. how the messages,,...,m, are chosen,

2. what is the goal of the adversary.

Good tradition: be as pessimistic as possible!
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adversar

— (mW’ t:Tag<(mw)) -

We say thathe MAC scheme is secureaf the end the adversary
cannot output (Y QQsiich that
Vify(Y QWi I & Sa
and
Y @ my,...,m,



Arenot we too para

Maybeit would be enough to require that:

the adversary succed®nly If he forges a message that
Nmakes sense .

(e.g.: forging a message that consisteanfdom noiseshould
not count)

Bad idea P
 hard to define, °)\®
e |s applicatiordependent



Warning: MACs do not offer protection against
the Areplay attackso.
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Authentication and Encryption

Usually we want to authenticate and encrypt at the same time.
What is the right way to do it? There are several options:

 Encrypt-and-authenticate:

cY Ep(m) and tY Mg, (m) wrong
 Authenticate-then-encrypt:
tY Mg @m) and cY E p@m|t) better
 Encrypt-then-authenticate
cY Egm) and tY Mg () the best

By the way. neveruse the same key f&nc andMac:
k,andk, have to be ni ndepende14nt 0 !



Constructing a MAC

1. MACs can be constructed from the bleciphers.
We will now discuss to constructions:

« simple (andnot practical),
« alittle bitmore complicated(andpractical) i aCBC-MAC

1. MACs can also be constructed from the hash functions
(NMAC , HMAC).
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A simple construction from a block

cipher

Let
F: {0, 1] {0,1}Y { O, 1}

be ablock cipher.

We can now define IAC scheme that
works only for messages | {0,1}" as
follows:

 Mac(k,m) = F(k,m)

It can be proven that it is a secluiédC .

How to generalize it to longer messages”

\¥J
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ldea 1

wdivide themessagen blocksm,,...,m;
wandauthenticateeachblockseparately

Thisdoesm (i

62 NJ H
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What goes wrong?

n
=Tagm: IIIIIITTTTThT

i Tl ] HIIMNIM i,y

Theni iQa valid tag oiY” Q



|dea 2

Add a counter to each block.
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Theni iQa valid tag oiY” Q

/
~
Xi
m: |
t = Tag(m): :

AMIhinsraTty

Y & a prefix om:

|
(0 ©a prefix of: |

HiIlmiere
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ldea 3

Add| :=|m| to eachblock

-

¢ KAa



N )
X
What goes wrong?
m: | YQY '
| ) |
t = Tag(m): ! 0Q Jo Y(DI-L’)IE(

AN\ MmN

Y (=@rst half fromm || second half fromy” Q

(i & first half fromt || second half fronii Q

Theni 3 @ valid tag ory Q Q



ldea 4

Addafreshrandomvalueto eachblock!

-~ /

-

"

Thisworkd
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tag,(m)
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This construction can be proven
secure

Theorem

Assuming that

F:{0,1}"T {0,1}Y { O js Agseudorandompermutation
the construction from the previous slide Is a setl#f€ .
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This construction is not practical

We can do much better!
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CBC-MAC

F:{0,10] {0,2)'TH O A amblack cipher

-

Other variants exist!

-
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Why is this needed?

Suppose we doot prepend|m| ...
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the adversary
chooses:
& &

.

now she can
compute:

=
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Somepractictionmwers dono
CBC-MAC

WeR 2 v Q (ito &uthehiicate using
the block ciphers

What do you want to use instead?

Hash functions!

Why?

Becausdhey are more efficient
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Another idea for authenticating long messages

F(h(m))

b hashiunctone K

longm
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How to formalize it?

We need to define what 1 s a n
The basic property that we require Is:

Nncoll 1 s1T on resi stance



Collision-resistant hash functions

shortH(m)

a hash function
H:{0,1*h d ARZmMY

longm

collision-resistance I AAORAM2 Y €

Requirement it should be hard to find pairo Y X~ suthithat
1 6YO0 T16YQOU



Collisions always exist

Sincethe domainis
larger than the range the

collisions have to exist.
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nNnNPracti cal def I ni t

H is acollision-resistant hash functioni f  practicallg i
Impossibleo find collisions inHO .

Popular hashfuncitons:

AMDS5 (now considered broken)
ASHA1
A...



A common methodfor constructing
hash functions

1. Con st rfixedibputdengiho ¢ o |résistant hash
function
— L —

h(m)
h:{0,2¥'Th S AXwmY

m

Call it: acdtfisiorrresistant ohk
2. Uselt to constructa hashfunction




Aﬂ |d ea pad with zeroes

if needed

H(m)

can be arbitrary

CKAZ R2SayQli 62N] 000



Why Is it wrong?

If wesetY Q [ 0000 thenl 6 YQU [ | OYU0 D

SolutonY I RR | o0ft2®] Sy O2RAY 3

le t >l
€ g

m 0000

m, m, o Mg Mp,p:= 1
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Merkle -Damgard transform

givenh :{0,1F'Th 9§ AZ MY
we constructH: {0,1}*Th § A Z MY

t

m
m; m,

m;'1 {0, 1}

h h

-

R2SayQi
know in advance
(nice!)

0000

7

SSR
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This construction IS secure

We would like to prove theollowing:

heorem

h:{0,1¥'Th 9 hZmMY
IS acollisionresistantcompressiorfunction
then

If

H:{0,1}*ITh S AZ MY
IS a collisiorresistanthashfunction.
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Let 0s pr otvoedmputea collidianw
(x,y) In h from acollision( m, mmddp

We considentwo options

L. |m[=|mg

2. |m|l |md
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Option 1: |m|=|md







Im|=mqg

ForY QY




Zg,7=H(m)

< not equal >

=1V

Zg 1 O

YQUu

~

| ,@ IV
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Zg,7=H(m)

equal

z, =1V

ZgJ | O

Y Qu

~

| ,@ IV
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So, we have found a collision!

<ii:j equal [:::>
< not equal > Y Q,

1 .Q




Option 2: Im|| |md

H(m) < equal > | 6 Y QU

Mg 1 Zgi1 Y o T.%bm

the last block encodes

the length onthe message
so these values

cannot be equadl

So, again we have found a collision!



Generic attacks on hash functions

Remembethebrute-force attacks on thencryption schemeés
For thehash functionswe cando somethinglightly smarter...

|t
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The birthday paradox

Suppose we hawerandonfunction

H:AY B
Taken values
Xqyeee Xy
Let p(n) be the probability that there exist distingtsuch that
H(X;) = H(X)-

If n  Othéniliallyp(n) = L

Question How largen needs to be to gep(n) = 1/2

Answer. n° ./|B]




s It cal l ed

Set:

H : peopleY birthdays

Counterintuitive...

N

a

ol
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How does the birthday attack work?

For a hash function
H:{0,1%*Y {0, 1)}

Takea randonX i a subset 0f0,1}°%, such thatX| = 22,

With probability around.5there exists,x0" X, such that
H(x) = H(x0) .

A paié?l(),()l(? ¢an be foundh time O(|X| log |X|) and space

Moral
L has to be such that an attack that neeésteps is infeasible.
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Find collisions for crypto-hashes?

The bruteforce aimsat finding a collision for a cryptographic functiomith domain[1 , 2, €, m]
* Randomlygenerate a sequence of plaintexts¥, X;, €

 For eachX; computey; = h(X)) and test whether, = y; for somej <
e Stop as soon as a collision has been found

» If thereare mpossible hash values, the probability thatitttfeplaintext does not collide with any of the previoud
plaintextsis + (i- 1)/m

» The probabilityF, that the attack fails (no collisions) after k plaintexts is
F,=(@- 1/m)(1- 2/m)(1- 3/m)é (- k- 1)/m)
» Using thestandard approximatioh- x° e*
Foe (Um +2/m +3mk & k-A)m) = g k(k- 1)/2m
» The attack succeeds with probability p whgr= 171 p, that is,
» For p=1/2
k° 1.17 nt:

* For m= 365, p=1/2, k is around 24



Birthday attack

_ 1
T 0.9 L i
0 0.8
© 0.7 L |
O 0.6 | i
>0.5 - |
= 0.4 - |
2 0.3
Q02 |

01l )

o= 0 23 | | | | |
O 10 20 30 40 50 60 70 80 90 100

Number of people




Concrete functions

all use (variants ¢f\Vierkle-Damgard transformation

Hash functions can also be constructed ugwieghumbetheory.



MD5 (MessageDigest Algorithm 5)

: 128 bits
by Rivestin 1991,

. i\r}lég% Dobbertin found collisions irthe compresindunction of

* In 2004a group ofChinese mathematiciangiesighedca method
for finding collisionsin MD5,

 there exist a tool that finds collisiomsMD5 with a speed

Is MD5 completelybroken?

The attack would be practical iftkeo | | 1 di ng document s
senseo. . .

In 2005A. Lenstra, X. Wang, and B. dé/Neger found
certificates with different public keys atite saméviD5 hash.
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SHA-1 (SecureHash Algorithm)

 output length: 160 bits
e designed iIM1.993by theNSA,

 In 2005Xiaoyun Wang, Andrew Yao and Frances
Yao presented an attack that rungime 2°3,

o Still rather secure, but nefmash algorithmare
needed!

A US National Institute of Standards and
Technologyis currently runninga competitiorfor a
newhash algorithm.
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SHA-2 overview

- N P24 hits "
124 hifs
- L bits - -
Message 1000000 .. .0 | L

M M;
¥ ¥
BT
k J k J
v=Hy| [ H H,
512 hits 512 hits 512 hits

=+ =word-by-word additicn mod 24

bt—— J124 hits ——




What the industry says about the
Ahash and auméehnodca

the block cipher is still there...

2 K& R2y Q0 a&ntess8geza i Kl &K fJ '
together with a key: C
MAG(m) = H(K|| m)

?

£ LiQa y2id &50d2NBH
® @



Suppose H was constructed usintpe MD -

t Zg
m Z,
k \Y,

— L —

MAG(m] 1)

MAG(m)
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A better iIdea

M. Bellare, R. Canetti, and H. Krawczyk (1996:

« NMAC (Nested MAG
« HMAC (Hashbased MAQ

havesomé& pr ovabl e propertieso

They both us¢heMerkle -Damgard transform.

Again, leth : {0,1F-H 9 Rbe axcémpressiorfiunction.

61






63



HMAC

k xor ipad H m,

ipad = Ox3Gepeated
opad = Ox5Cepeated

\

h h

vey o

k xor opad




HMAC T the properties

Lookscomplicated, but it is very easyo implement
(givenan implementationf H):

HMAC , (m) = H((k xor opad) || H(k xor ipad || m))

thassomé& pr ovabl e properthanes o ( S
NMAC).

We like it!
Widely used in practice.
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